
                        
5 What does the insured do (see product guide for classifications)  
 
 
  
8 Estimated figures are acceptable 

 
9 This includes any products that can be purchased online (e.g. items 
purchased through the Insured’s website or online storefronts such as 
amazon, etsy, ebay 

 

 
13 Includes website hosting/creation, tech support, software 
development, web content, etc. 
 

14 Call back procedure requires the business to verify transfer requests or 
changes to payment information with the vendor 
Dual authorization requires the approval of two company personnel.  
 
15 This does not include company issued devices (purchased by the 
company), only pertains to employee’s personally owned devices  
 
 
16 Provide yearly totals (dollar amounts & percentages are not 
acceptable) Please include totals of PII that are both processed and 
maintained (credit card transactions are considered a part of this) 
This includes but is not limited to credit/debit card and personal 
information input into 3rd party sites such as square, other digital 
readers, POS system, franchisor systems, etc.  

 

17 Physical controls – not accessible to the public (files and computers 
stored in locked locations)  

Multi-factor requires at least 2 types of verification (e.g. password, text, 
email, call)  
 

 



 

18 Please answer ALL fields of this question (nightly is required to get 
maximum Ransomware coverage limit) 

A business’s Mission Critical Data is any information that is imperative to the business’s day to day operations 

 Remotely & securely requires offsite storage, can include cloud storage, 
 servers, external hard drives, etc. 
 

 

 

20 Do you require a review of your vendor’s security protocols?         

21 Definition of encryption, the process of converting information or 
data into a code, especially to prevent unauthorized access. 

"I use encryption to protect sensitive information transmitted online" 
 

 
22 Computer antivirus software does not fulfill this requirement, must 
be a person or company.  

 

 

 


